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PART I: PRELIMINARY 

Citation 1. These Regulations may be cited as The Nuclear Regulatory 

(Physical Protection of Radioactive Material) Regulations, 2021. 

Interpretation. 

No. 29 of 2019 

 

2. In these regulations, unless the context otherwise requires- 

“Act” means The Nuclear Regulatory Act, 2019. 

“Associated Activity” means the possession, production, 
processing, use, storage, handling, disposal, or transport of 

radioactive material.  

“Associated Facility,” means a radioactive material facility.  

“Authority” means the Kenya Nuclear Regulatory Authority. 

“Authorization” has the meaning assigned to it in the Act. 

“Carrier” has the meaning assigned to it in the Act.  

“Consignee” means any person, organization or government 

that is entitled to take delivery of a consignment. 

“Consignor” means any person, organization or government 

that prepares or offers a consignment of radioactive material 

for transport.  

“Contingency plan” means a part of the security plan or a 
stand-alone document that identifies reasonably foreseeable 

security events, provides initial planned actions, (including 
alerting appropriate authorities) and assigns responsibilities to 

appropriate operator personnel.  

 “Delay” means the element of a security system designed to 
increase the time required by an adversary to gain 

unauthorized access to or to remove or sabotage of radioactive 

material, generally through barriers or other physical means.  

“Detection” means a process in a security system that begins 
with sensing a potentially malicious or other unauthorized act 

and that is completed with the assessment of the cause of the 
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alarm.  

“Exercise” means activities, such as table top, drills or 
scenarios, that are planned, structured, and conducted for the 

purpose of testing performance. 

 

“External Adversary (outsider)” means an adversary other than 

an insider.  

“Graded approach,” means the application of nuclear security 
measures proportional to the potential consequences of a 

malicious act.  

“Guard” means a person who is entrusted with responsibility 

for patrolling, monitoring, assessing, escorting individuals or 

transports, controlling access and or providing initial response.  

“Internal Adversary (Insider)” means one or more individuals 
with authorized access to radioactive material and associated 

facilities who could attempt unauthorized removal or sabotage, 

or who could aid an external adversary to do so.  

 “Management” means operating an associated facility or 

engaging in an associated activity, including transport.  

“Malicious Act” means an act or attempt of unauthorized 

removal of radioactive material or sabotage.  

“Nuclear Security” means the prevention and detection of, and 
response to, theft, sabotage, unauthorized access, illegal 

transfer or other unauthorized acts involving radioactive 

material or their associated facilities. 

 “Nuclear Security Event” means an event that is assessed as 

having implications for nuclear security.  

“Off-site” means outside the site area. 

“On-site” means within the site area. 

“Operator” means any person, organization, or government 

entity authorized by the Authority to engage in an associated 
activity or undertake the operation of an associated facility. In 
relation to transport of radioactive material, operators include 

shippers, carriers and consignees.  

“Person” means any natural or juridical person 
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 “Radioactive Material” has the meaning assigned to it in the 

Act.  

“Radioactive Source” means radioactive material that is 

unsealed or permanently sealed in a capsule or closely bonded, 
in a solid form and which is not exempt from regulatory 
control. It also means any radioactive material released if the 

radioactive source is leaking or broken, but does not mean 

material encapsulated for disposal.  

“Response” means the actions undertaken following detection, 
to prevent an adversary from succeeding in unauthorized 

removal or sabotage. These actions, typically performed by 
onsite guards or by off-site law enforcement, security or 
military personnel, have the objective of interrupting and 

defeating an adversary while the attempted unauthorized 
removal or sabotage is in progress in order to prevent its 

completion.  

“Response Team” means persons, on-site or off-site, who are 

armed and appropriately authorized, equipped and trained to 
respond to an attempted unauthorized removal or an act of 

sabotage.  

“Sabotage” for the purposes of this Regulations means any 

deliberate act directed against radioactive materials or 
associated facilities in use, storage or transport which could 
directly or indirectly endanger the health and safety of 

workers, the public or the environment by exposure to 
radiation or release of radioactive substances;” 
 

“Safety” has the meaning assigned to it in the Act.  

“Security Culture” means the assembly of characteristics, 
attitudes and behaviors of individuals, organizations and 
institutions that serve as means to support, enhance and 

sustain nuclear security.  

“Security Management” means the establishment and 

implementation of policies, plans, and procedures, and the 
deployment of the necessary resources, for the security of 

radioactive material and associated facilities.  

“Security Plan” means a document prepared by the operator 

that presents a detailed description of the security 
arrangements in place at an associated facility or in connection 

with an associated activity, including transport.  
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Scope 4. (1) These Regulations apply to the security of radioactive 

material during production, processing, use, storage, handling, 

disposal, or transport and associated facilities; 

(2) These Regulations do not apply to the security of radioactive 
material or associated facilities within military or defense 

programs or any other national security organ, agency or 

service.  

 PART II: GENERAL PROVISIONS 

Primary 5. (1) No person shall engage in the management of radioactive 

“Security Levels” means the classification of measuring the 

degree of protection required for radioactive materials 

“Sensitive Information” means information, in whatever form, 

including software, the unauthorized disclosure, modification, 
alteration, destruction, or denial of use of which could 

compromise nuclear security.  

“Shipment” means the specific movement of a consignment 

from origin to destination. 

“Storage” means the holding of radioactive material in a facility 

that provides for their containment with the intention of 

retrieval. 

“Threat” means a person or group of persons with motivation, 

intention and capability to commit a malicious act.  

“Threat Assessment” means an evaluation of the threats - 
based on available intelligence, law enforcement, and open-

source information - that describes the motivations, intentions, 

and capabilities of these threats.   

“Unauthorized Removal” means the theft or other unlawful 

taking of radioactive material.  

Objectives  

 

 

3. These regulations provide for the basic requirements for; 

(1) the security of radioactive materials and associated 

activities; 

(2) the protection of radioactive sources and associated 

facilities against security threats;  

(3) the measures and systems to minimize the radiological 

consequence of sabotage; 
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obligation material except in compliance with these Regulations. 

(2) Responsibilities of the operator: 

(a) The operator shall bear the responsibility for establishing 
and implementing required security measures and for 
compliance with all applicable requirements of these 

regulations.  

(b) The operator may appoint suitably qualified persons to 

carry out particular actions and tasks related to these 
responsibilities, but the operator shall retain the primary 

responsibility for security. The operator shall document the 

names and responsibilities of persons so designated. 

(c)  The operator shall notify the Authority of any intention to 
introduce modification to associated facilities or activities 
for which they are authorized and which could affect the 

safety or security of radioactive material, and shall not carry 
out any such modification unless specifically authorized by 

Authority.  

Application for 
Authorization  

6. The operator shall: 

(1) submit an application requesting for an authorization from 

the Authority prior to commencing any activity with 
radioactive material in accordance with the Prescribed 
Forms, unless the practice has been exempted from 

regulatory control.  

(2) include information with sufficient clarity and specificity to 

facilitate adequate review and assessment by the Authority 

prior to granting authorization. 

 

Categorization 
of radioactive 
materials  

7. (1) The operator shall identify the category of its radioactive 

material in accordance with Schedule 1.  

(2) Material used or stored within the same area, or 
transported together shall be aggregated for the purpose of 

categorization in accordance with “Aggregation of Sources” in 

Schedule 1.  

Regulatory 
inspection of 
premises and 
information  

8. The operator shall: 

(1) Permit representatives of Authority immediate access to 
premises and facilities in which radioactive material is 
located in order to obtain information about the status of 
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 security and verify compliance with these Regulations. 

(2) Make available to the Authority records and any other 

information required under these regulations.  

Information 
Security 

9. (1) The operator shall, in consultation with the Authority, 

identify and protect all sensitive information where 
unauthorized disclosure may compromise the physical 

protection system. 

(2) Limit access of the sensitive information identified in 

paragraph (1) on a need-to-know basis. 

(3) All sensitive information shall be kept for a period 

determined by the Authority. 

(4) Unauthorized disclosure of the sensitive information is 

prohibited for a lifetime 

Reporting of 

events  

 

10. (1) In the event of failure in any part of the security system 

that does not result into an incident, the operator shall:  

(a) investigate the failure and its causes, circumstances and 
consequences; and  

(b) take immediate action to remedy the circumstances 

through compensatory measures as well as long term 
corrective actions to prevent a recurrence of similar 
situations;   

(c) report to the Authority within 24 hours,  

(d) Within 30 days, or as required by Authority, submit with 
a report on the causes of the failure, its circumstances 
and consequences, and on the corrective and preventive 

actions taken or to be taken.  

(e) Provide an action plan to implement the correction(s). 

(2) Whenever a situation involving the loss of control of, 

unauthorized access to, actual or attempted theft or 
sabotage of radioactive material has occurred, or is 

occurring, the operator shall:  

(a) immediately inform the Authority and local law 

enforcement bodies;  

(b) take appropriate action to remedy the circumstances 

and to prevent a recurrence of similar situations;  

(c) investigate the event and its causes, circumstances and 
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consequences; and  

(d) Within 30 days, or as required, provide the Authority 
with a report on the causes of the event, its 

circumstances and consequences, and on the corrective 

and preventive actions taken or to be taken.  

 (3) An operator who fails to take corrective or preventive 
actions under paragraph 1 and 2 commits an offense under 

this Regulation. (Section 94) 

Revocation, 
Suspension or 
Modification of 

Authorization  

 

11. An authorization issued under the Act may be revoked, 

suspended or modified, or the possession of radioactive 

material may be prohibited upon finding by the Authority of:  

(i) non-compliance with these Regulations; 

(ii) false or misleading information provided by an operator.  

Security 

culture  

 

12. The operator shall promote and maintain a security culture 

by:  

(1) Promoting individual and collective commitments to 

security at all levels of the organization;  

(2) Ensuring a common understanding of the key aspects of 

security culture within the organization;  

(3) Providing the means by which the organization supports 
individuals and teams in carrying out their tasks securely 

and successfully, with account taken of the interactions 

between individuals, technology and the organization;  

(4) Encouraging the participation of workers and their 
representatives and other relevant persons in the 
development and implementation of policies, rules and 

procedures dealing with security;  

(5) Ensuring accountability of the organization and of 

individuals at all levels for security;  

(6) Encouraging open communication with regard to security 
within the organization and with relevant parties, as 

appropriate;  

(7) Encouraging a questioning and learning attitude and 

discouraging complacency with regard to security;  

(8) Providing means by which the organization continually 
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seeks to develop and strengthen its security culture.  

Qualification 
and training  

 

13. (1) The operator shall ensure that all personnel on whom 
security depends are appropriately qualified and trained so 

that they understand their responsibilities and can perform 
their duties with appropriate judgement and according to 

defined procedures.  

(2)  The personnel with security responsibilities are required to 

be retrained or re-qualified at least once in every two years 
from the date of receiving the last training or completion of 
qualification.  
 

(3) The operator shall keep records of all training undertaken 
by personnel with security responsibilities and avail such 

records to the Authority on request. 

Transfer of 

radioactive 
material  

 

14. The operator shall not transfer radioactive material to 

another party unless:  

(1) The operator is authorized to do so by the Authority; and 

(2) The recipient produces a valid authorization to the operator 

for possession   of the radioactive material; and 

(3) The operator provides the recipient with all relevant 

technical information as provided for in the application for 
authorization in a Prescribed Form to permit the safe and 

secure management of the radioactive material.  

 PART III: SECURITY LEVELS 

Security 
Levels 

15. There shall be established three security levels (A, B, and 

C) with specific requirements and goals for security system 

performance in a graded approach as follows:  

(1) Security Level A — Provide a high level of protection of 

radioactive material against unauthorized removal.  

(2) Security Level B — Provide an intermediate level of 
protection of radioactive material against unauthorized 

removal.  

(3) Security Level C — Provide a basic baseline level of 

protection of radioactive material against unauthorized 

removal. 

Assignment of 
radioactive 
material to 

16. (1) Based on the potential harm that the source could 
cause if it were used in a malicious act, radioactive source or 
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security levels  

 

an aggregation of radioactive material are assigned a security 

level as outlined in Table 3 in Schedule 1.  

(2) Notwithstanding paragraph 1, the operator shall adjust the 

security levels accordingly, as may be determined by the 

Authority in the event of a new or emerging security threat.  

 

General and 
enhanced 
Security 
requirements 

17. In order to achieve the goals stated in Regulation 15, the 

operator shall adhere to the following requirements:  

(1) Establish a process for granting individuals authorized 
unescorted access to radioactive material and/or access to 
sensitive information through procedures for determining 

the individuals who need access, verifying that such 
individuals are trustworthy and reliable and have received 

necessary training, authorized access, and withdrawing 

access as appropriate and maintaining documentation.  

(2) Ensure trustworthiness and reliability of authorized 
individuals through background checks as determined by 

the Authority in consultation with relevant Agencies for all 
personnel authorized for unescorted access to radioactive 

material and/or and for access to sensitive information.  

(3) Establish measures to counter potential insider threats. 

(4) Provide access controls that effectively restrict unescorted 
access to radioactive material to authorized persons as 
appropriate to the security level. Verification measures may 

include: 

(a) a swipe card;  

(b) a personal identification number (PIN);  

(c) controlled key; 

(d) computer password; or 

(e) visual verification of identity by other authorized 

personnel. 

(5)  Develop procedures to  

(a) identify sensitive information,  

(b)  protect sensitive information  

(c) and protect sensitive information from unauthorized 

disclosure.  

(6) Provide a security plan in accordance to the Act and these 



 13 

Regulation.  

(7) Ensure training and qualification of individuals with security 
responsibilities through assessment of necessary knowledge, 

skills, and attitudes; provision of corresponding training; 

procedures for documenting and updating training.  

(8) Conduct accounting and inventory of radioactive material as 

provided in Regulation 35.  

(9) Conduct evaluation for compliance and effectiveness by 
establishing and implementing a process for verifying that 

all applicable security requirements are met and for 
assessing the effectiveness of the security system, employing 

performance testing as appropriate.  

(10) Ensure the integrity of the security system is maintained 
during working and non-working hours. Ensure a capability 

to detect, assess, respond and report security events as 

provided in Regulation 10. 

Requirements 
for Security 
Level A 

 

18. For Security Level A, the operator shall be required to 

provide a high level of protection of radioactive materials 

against unauthorized removal. 

Detection for 
Security Level 
A 

 

19. To achieve detection for security system in Level A, the 

operator shall: 

(1) Provide immediate detection of unauthorized access to 

locations in which radioactive material is present and 
immediate detection of attempted unauthorized removal of 
radioactive material, including by an insider, using an 

electronic intrusion detection system and/or continuous 

surveillance by operator personnel.  

(2) Provide immediate assessment of detection using remote 
video monitoring or direct observation by operator or 

response personnel.  

(3) Provide a means to detect loss through verification by daily 

checking through physical checks, video monitoring, tamper 

indicating devices, etc.  

Delay for 
Security Level 
A 

 

20. For security Level A, the operator shall provide delay after 
detection sufficient for response personnel to interrupt the 

adversary through a system of at least two layers of barriers, 

that may include walls or cages.  
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Response for 
Security Level 
A 

 

 

21. For proper response in security Level A, the operator shall: 

(1) Provide immediate communication to response personnel 
through rapid, dependable means of communication, such 

as phones, cell phones, radios.  

(2) Provide for immediate response with sufficient resources to 

interrupt and defeat the adversary through arrangements 
with a designated response team including provision for 

sufficient personnel, equipment, and training, documented 

in a contingency plan.  

Access control 
for Security 

Level A 

22. Provide a combination of two or more verification measures 

for access controls as provided in Regulations 17 (4). 

Requirements 
for Security 
Level B 

 

23. For Security Level B, the operator shall be required to 
provide an intermediate level of protection of radioactive 

material against unauthorized removal. 

Detection for 
Security Level 
B 

 

24.  

(1) In order to achieve detection for security system in Level 

B, in use and storage, the operator shall: 

(a) Provide immediate detection of any unauthorized access to 
locations where radioactive material is present using 

electronic intrusion detection equipment and/or continuous 

surveillance by operator personnel.  

(b) Provide detection of any attempted unauthorized removal of 
the source using tamper detection equipment or periodic 

checks or both by operator personnel.  

(c) Provide immediate assessment of detection through remote 
video monitoring or direct observation by operator or 

response personnel.  

(d) Provide a means to detect loss including verification, weekly 

checking, physical checks and tamper detection equipment.  

(2). To achieve detection for security system in Level B, during 

field operations, the operator shall: 

(a) Provide immediate detection of any unauthorized access to 
locations where radioactive material is present through 

visual observation by at least two operator personnel. 

(b) Provide detection of any attempted unauthorized removal of 
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Requirements 
for Security 
Level C 

28. For Security Level C, the operator shall be required to 
provide a basic baseline level of protection of radioactive 

material against unauthorized removal. 

the source through visual observation by two operator 

personnel. 

(c) Provide immediate assessment of detection through 

observation by operator personnel. 

(d) Conduct daily checks after field use. 

Delay for 
Security Level 
B 

25. For security Level B: 

(1) In use and storage, the operator shall provide delay with 
high level of confidence that the security system will 

prevent unauthorized removal through a system of at least 

two layers of barriers that may include walls or cages. 

(2) During field operations the operator shall provide delay 
with high level of confidence that the security system will 

prevent unauthorized removal by attaching the device to a 

stationary object if possible. 

Response for 
Security Level 
B 

26. (1) For proper response in security Level B, in use and 

storage, the operator shall: 

(a) Provide immediate communication to response personnel 
through rapid, dependable means of communication, such 

as phones, cell phones, radios.  

(b) Provide immediate initiation of response to interrupt 

unauthorized removal using equipment and procedures to 

immediately initiate response.  

(2) For proper response in security Level B, during field 

operations, the operator shall: 

(a) Provide immediate communication to response 
personnel through two persons, each equipped with an 

independent mobile communication device. 

(b) Provide immediate initiation of response to interrupt 
unauthorized removal through advance notification to local 

response team, and communication after detection. 

Access Control 
for Security 
Level B 

27. Provide at least one verification measure for Access Control 

as provided in Regulations 17 (4). 
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Detection for 
Security Level 
C 

 

29. To achieve detection for security system in Level C, the 

operator shall: 

(1) Provide detection of unauthorized removal of radioactive 
material including surveillance by operator personnel, 

tamper detection equipment and/or periodic checks by 

operator personnel.  

(2) Provide a means to detect loss through monthly checking 

by physical checks and/or tamper detection equipment.  

 

Delay for 
Security Level 
C 

 

30. For security Level C, the operator shall provide delay with 
confidence that the security system will prevent unauthorized 
removal using at least one barrier, that may include cage, 

source housing, or the presence of operator personnel. 

Response for 
Security Level 
C 

 

31. For proper response in security Level C, the operator shall: 

(1) Provide prompt communication to response personnel 

through rapid, dependable means of communication, such 

as phones, cell phones, pagers.  

(2) Implement appropriate action in the event of unauthorized 
removal of a radioactive material by the use of procedures 

for identifying necessary actions in accordance with a 

response plan.  

Access Control 
for Security 
Level C 

32. Provide at least one verification measure for access control 

as provided in Regulations 17 (4).  

 PART IV: SECURITY PLAN FOR RADIOACTIVE MATERIALS 

AND ASSOCIATED FACILITIES 

Security plans 33. The operator shall prepare a security plan for any 
associated facility in which radioactive material is managed as 

well as for any associated activity involving use or storage of 
radioactive material other than in an associated facility, which 

meets the following requirements:  

(1) The security plan shall contain, at a minimum, the topics 

contained in Schedule II.  

(2) The security plan shall be evaluated at least annually 

against the security goals and objectives applicable to the 
security level of the radioactive material. The security plan 
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shall be reviewed based upon the results of the exercise. 

Identified deficiencies in the plan or security systems shall 

be promptly remedied and reported to the Authority.  

(3) The security plan and any modifications to it shall be 
submitted to the Authority as part of the application for 

authorization, including amendments and renewals.  

 

Contingency 
plan 

34. The operator shall prepare a contingency plan for any 
associated facility in which radioactive material is managed as 

well as for any associated activity involving use or storage of 
radioactive material other than in an associated facility, which 

meets the following requirements.  

(1) The contingency plan shall document the actions to be 

undertaken to counter at least the following scenarios:  

(a) A suspected or threatened malicious act;  

(b) A public demonstration that has the potential to threaten 

the security of radioactive material;  

(c) Unauthorized access to a location in which radioactive 

material is present;  

(d) Attempted or successful unauthorized removal of 

radioactive material.  

(2) In preparing the contingency plan, the operator shall 

consult with the Authority and any other relevant Agencies.  

(3) The operator shall conduct an exercise based on the 

contingency plan every two years and modify the 
contingency plan as necessary or as determined by the 

Authority.  

(4) The operator shall coordinate the contingency plan with the 

applicable radiological emergency plan.  

(5) The contingency plan shall include procedures for 

immediate communication of at least the events identified 
under Regulation 34 (1) to response teams, Authority, and 

emergency response organizations  

(6) The contingency plan shall include procedures for reporting 

other nuclear security events in accordance with 
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Regulation 10. 

(7) The operator may include the contingency plan within the 
applicable security plan or prepare the contingency plan as 

a separate document.  

Accounting 
and inventory 

35. (1) The operator shall maintain a record indicating the 
results of each periodic check where applicable, including the 
date and time when the check was performed, the individual 

who performed the check, and the means used to verify the 

presence of the radioactive material.  

(2) If the operator cannot verify the presence of radioactive 
material, the operator shall report to the Authority within 24 

hours and shall assist as requested in efforts to locate and 

recover the radioactive material.  

(3) The operator shall perform an annual inventory of 
radioactive material by 30th June, and provide the results in 

writing to the Authority.  

(4) The operator shall adjust the inventory upon transfer or 

receipt of radioactive material and provide the adjusted 
inventory to the Authority within 14 calendar days of the 

transfer or receipt.  

(5) Individual radioactive material records shall include the:  

(a) location of the material;  

(b) radionuclide;  

(c) radioactivity on a specified date;  

(d) serial number or unique identifier of the sealed source and 
the device in which the radioactive material is contained, if 

applicable;  

(e) chemical and physical form;  

(f) material use history, including recording all movements into 

and out of the operator‘s associated facility;  

(g) receipt, transfer or disposal of the radioactive material;  

(h) any other information, as appropriate, to enable the 

radioactive material to be identifiable and traceable. 
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PART V: TRANSPORT SECURITY 

Transport 
security levels 

36. There shall be established two security levels, which 
specify requirements for security system performance based on 

a graded approach as follows:  

(1) Basic security level — Provide confidence that the security 

system will prevent unauthorized removal.  

(2) Enhanced security level — Provide high level of confidence 

that the security system will prevent unauthorized removal. 

Assignment of 

radioactive 
material to 
transport 
security levels  

 

37. Based on the potential harm that the source could cause if 
it were used in a malicious act, radioactive source or an 

aggregation of radioactive material are assigned a security level 

as follows:  

(1) Packages containing category 1 or 2 radioactive material 

are assigned to the Enhanced Transport Security Level;  

(2) Packages containing category 3 or less radioactive material 

are assigned to the Basic Transport Security Level.  

(3) For packages containing more than one radioactive source 
or radionuclide, consignor shall aggregate the total activity 

of the package to determine the category and identify the 

appropriate security level as described in Schedule III.  

(4) All persons engaged in the carriage of radioactive material 
shall consider the security requirements set out in these 

Regulations, commensurate with their responsibilities.  

General 
requirements 
for Basic 
Security 

management  

 

38. (1) Radioactive material shall be offered or transferred only 

to authorized carriers and consignees.  

(2) If left unattended, the conveyance shall: 

(i)  be secured by locking the vehicle and cargo 

compartment, as applicable. 

(ii) (Areas within temporary storage terminals, temporary 

storage sites, vehicle depots, berthing areas and 
marshaling yards used for the temporary storage during 
carriage of radioactive material shall be properly 

secured, well-lit and, where possible and appropriate, 

not accessible to the general public).  

(iii) Security measures shall be applied to the material 



 20 

consistent with the measures applied during use and 

storage.  

(3) Each member of a vehicle crew shall carry with them means 

of identification, which includes their photograph, during 

carriage of radioactive material.  

(4) Carriers shall: 

(i) ensure that all persons engaged in the transport of 

radioactive material receive training, including training 

in the elements of security awareness.  

(ii) Security awareness training shall address the nature of 
security risks, recognizing security risks, methods to 

address and reduce such risks and actions to be taken in 

the event of a security breach.  

(iii) Such training shall be provided or verified upon 
employment and periodically supplemented with 

refresher training.  

(iv) Records of all security training received shall be kept by 

the employer and made available to the employee or 

Authority, upon request. 

(5) or consignor shall provide appropriate crew members with 
details of emergency contacts which will include name, 

address, phone number and any other relevant information.   

(6) Consignor, carriers, consignees shall cooperate with each 

other and with the appropriate authorities to exchange 
information on applying security measures and responding 

to security incidents.  

(7) consignor shall protect sensitive information relating to 

transport operations, such as information on the schedule 
and route, including dissemination only to persons with a 

need to know this information.  

(8) consignor shall predetermine the trustworthiness of 
individuals involved during transport of radioactive 

material.  

(9) The consignee shall have procedures in place to verify 

package contents, which should include notifying the 
consignor or carrier if radioactive material is discovered to 

be missing or when a package has not been delivered by the 
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expected time. 

(10) The consignor and carrier shall have procedures in place 
to respond to notification from the consignee. Through the 

course of the inquiry, if it is determined that the package or 
its contents have been lost, stolen or diverted, consignor or 
carrier should take action to locate and recover the package 

or its contents and notify the Authority as soon as practical.  

(11) Carriers shall perform verifications on security measures 
of conveyances with a frequency commensurate with the 
category of material transported, to verify that security 

measures associated with the conveyance are effective.  

(12) Procedures shall be established to ensure the security of 

keys to conveyances and locks.  

(13) The integrity of the locks and seals shall be verified 

before dispatch, before leaving any stopping point on the 
route and on arrival by staff specifically and previously 

authorized to undertake this verification.  

 

Devices, 
equipment 
and other 
arrangements 
for Basic 
security 
management 

39. (1) The consignor shall ensure the application of devices, 

equipment or other arrangements to deter, detect, delay and 
respond to theft, sabotage or other malicious acts affecting the 
conveyance or its cargo and shall ensure that these systems 

are operational and effective at all times  

(2) For detection, the package shall incorporate tamper-proof 

security seal, which, while intact, demonstrate that the 

package has not been opened.  

(3) For delay, unless there are overriding safeties or 
operational considerations, the source container shall be 

carried in secure and closed or sheeted conveyances, 

compartments or freight containers.  

(4) The source container shall be attached by tie-downs and 
the cargo doors of the conveyance remain locked whenever the 

packages are loaded on the conveyance.  

(5) Carriage of packages weighing more than 2000 kg that are 

locked, and secured to the conveyance, is appropriate for 
transport on open vehicles. Whenever it is necessary to use 
open conveyances, the load shall be covered or hidden from 

view unless precluded by safety requirements.  
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(6) For response, during transport, the consignor shall provide 

continuous, reliable mobile communication for the driver.  

General 
requirements 

for Enhanced 
Security 
management  

 

40. In enhanced security management, the consignor shall 

meet all basic measures provided for in Regulations 38 and 39. 
In addition, following requirements apply- 

(1) Take measures based on need to know to protect sensitive 

information relating to transport operations, including 
detailed information on the schedule and route. Measures 
shall be taken, according to a graded approach, to ensure 

the security of electronic systems including computer 
systems.  

(2)  A two-person rule shall be applied to manage keys for the 

locks of the source container and freight container.  

(3)  The vehicle shall never be left unattended. If, however, the 
vehicle with the source is left unattended for a short period 
of time of 2 hours, the vehicle shall be kept under lock with 

alarm activation. For any stop exceeding 2 hours, the 
vehicle shall be parked in well-lit and secure areas which 

are continuously under surveillance by security guards.  

(4)  Shipper shall provide appropriate crew members with 
written procedures on required security measures, which 
shall include information addressing how to respond to a 

security incident during transport.  

(5)  Individuals engaged in the transport of radioactive 
material shall receive security training, commensurate with 

their responsibilities and their roles in implementing 
transport security plans.  

(6) Shipper shall provide driver and other personnel with 
physical protection responsibilities for a particular 

shipment with written instructions including, location of 
authorized stops, operation of alarm systems and actions to 

be taken in case of theft of the vehicle.  

(7) Shippers shall ensure that the consignee checks the 
integrity of the packages and locks and seals to verify that 
the security of the consignment has not been compromised 

and accepts the shipment and notifies the consignee 
immediately upon arrival.  
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(8) Shippers shall ensure that the consignee notifies the 

shipper of non-arrival within [interval to be specified by the 
competent authority] after the estimated time of arrival at 
the destination.  

(9)  The radioactive material shall be transported in such 

transport vehicle, which exclusively transport the given 
material.  

 
Transport 
Security Plan  

 

41. (1) Before commencing shipment of radioactive material, 
consignor shall prepare and submit a transport security plan 
for approval by the Authority at least 7 working days prior to 

the expected shipment date.  

(2) The consignor shall adopt, implement and comply with the 

approved transport security plan. 

(3) The transport security plan shall include at least the 

following elements:  

(a) Specific allocation of security responsibilities of 
organizations and persons engaged in the transport of 

radioactive material, with provision of appropriate 

authority to carry out their responsibilities;  

(b) Provisions for keeping records of radioactive material 

packages or types of radioactive material transported;  

(c) Provisions for review of current operations and 
vulnerability assessment, including intermodal transfer, 

in-transit storage, handling and distribution as 

appropriate;  

(d) Clear statements of security measures, including: 
training, policies including response to conditions of a 
higher-level threat, verification of new employees and 

employment, operating practices, equipment and 
resources that are to be used to reduce security related 

risks;  

(e) Effective procedures and equipment for timely reporting 

and dealing with security related threats, breaches of 

security or security related incidents;  

(f) Procedures for evaluating and testing security plans and 
procedures for review and update of the plans as 
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Consignee 
authorization  

 

42. Prior to shipping radioactive material, the Licensees or 
consignor shall verify with the Authority that the consignee is 

authorized to possess the radioactive material.  

determined by the Authority; 

(g) Measures to protect sensitive information;  

(h) Measures to ensure that the distribution of sensitive 
transport information is limited, to maintain security of 
the information. Such measures should not preclude 

the provision of transport documents and consignor’s 
declaration as required by the applicable dangerous 

goods regulations;  

(i) Measures to monitor the location of the shipment; and 

where appropriate, details concerning agreements on 

the point of transfer of responsibility for security.  

Arrangements 
prior to 
shipment  

 

43. (1) (a) For adequate security arrangements, the consignee 

shall receive, in not less than 7 days, advance notification of 
the planned shipment from the consignors/carriers specifying 
the mode of transport (road/rail/water/air), the estimated time 

of arrival of the shipment and the exact point of handover if 
this is to be done at some intermediate point before the 

ultimate destination. 

(b) Consignors shall ensure that prior agreements among 

shipper, consignee, and carrier specify the time, place and 

procedures for transferring security responsibilities.  

(c) Prior to the commencement of each shipment, consignors 
shall ensure that the consignee has confirmed readiness to 

accept delivery (and handover, if applicable) at the expected 

time. 

(d) Consignors shall conduct a pre-shipment security 
verification of the conveyance and security systems prior to 
commencing transport in order to ensure that the security 

measures are implemented as described in the transport 

security plan and are functioning normally.  

(e) Immediately prior to loading and shipment, and after any 
intermodal transfer, consignors shall ensure that a search 

of the conveyance is conducted to verify that the security of 

the consignment has not been compromised.  

(f) Immediately following completion of the search, the 
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conveyance shall be placed in a secure area or kept under 

guard surveillance pending its loading and shipment for 

transport and unloading.  

(2) Prior to commencement of transport, the consignee shall 
confirm ability and readiness to accept delivery at the expected 
time and shall notify the shipper on receipt or non-receipt 

within the expected delivery time frame.  

Ground Route 
selection  

 

44. (1) The Carrier shall plan alternative route in advance in 
addition to the primary routes, which shall be identified in the 
transport security plan. The route shall where possible avoid 

densely populated areas and peak traffic hours.  

(2) When selecting the route the carrier shall take into account 
any routes that are likely to experience danger such as civil 

demonstrations, floods, landslides and stone falls. 

(3) The availability and security related characters of the 

selected route shall be verified prior to the transport.  

Transport 
scheduling for 
motor vehicles 

 

45. The carrier shall prepare a transport schedule which 

includes the transport time, namely the duration spent by the 
vehicle on the road and the mode of transport to be determined 

as follows:  

(1) The number of transports and re-loading shall be 

minimized, and the regularity shall be avoided. 

(2) If the transport takes more than 24 hours, then:  

(a) The transport shall be arranged without stops by more 

drivers to be changed, or 

(b) A guarded and monitored night-time stop meeting the 

security requirements shall be arranged in advance,  

(3) Any stop taking more than 24 hours shall be avoided. 

Arrangements should be made with security agencies or 
other authorized licensees along the route to ensure a 
secure compound is available for temporary/emergency 

storage.  

Authorization 
of Shipment  

 

46. (1) A further authorization by the Authority of each 
shipment shall be required prior to commencing transport and 
shall be conditional on a current threat assessment and 

intelligence information.  

(2) When directed by the Authority based on the threat 



 26 

assessment or intelligence information, the Carrier shall 

provide a detailed route surveillance to observe the current 

environment shall be conducted.  

(3) consignors shall comply with all specific limitations and 
conditions related to the circumstances particular to the given 

shipment as specified by the Authority. 

Response 
teams  

 

47. consignors shall liaise with response teams commensurate 

with the threat to deal with nuclear security events to prevent 

unauthorized removal.  

Additional 
security 

measures  

 

48. (1) The Authority may require additional security measures 
on a case-by-case basis in view of the threat or the nature of 

the material being transported.  

(2) A carrier shall set up a transport Control Center which is 

equipped with communication systems suitable to track the 
consignment during the whole route of the transport. 

Information received from the security system installed on the 
vehicle and surveillance system shall be displayed, processed 

and assessed.  

Provisions for 
road transport  

 

49. (1) The carrier shall maintain continuous attendance of the 

road conveyance during transport where possible. Where non-
attendance is unavoidable, the road conveyance should be 
secured such that it complies with the criteria of protection, 

detection and response and preferably in a well-illuminated 

area. 

(2) If a road movement cannot be completed without overnight 
or extended stops, then the radioactive material should be 

protected during such stops in a manner that is consistent 

with the transport security level.  

(3) The transport vehicle driver shall be accompanied by such 

persons knowledgeable in radiation safety and security.  

(4) Road vehicles transporting category 1 quantities of 
radioactive material shall be equipped with automatic and real 

time tracking capability that is monitored remotely or other 

tracking arrangements approved by the Authority.  

Provisions for 
rail transport  

 

50. If a rail movement cannot be completed without overnight 
or extended stops, then the radioactive material shall be 

protected during such stops in a manner that is consistent 

with the transport security level.   
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Provisions for 
air transport  

 

51. Shipment for air transport, shall be carried out in 
accordance with applicable security provisions (Annexes 17 
and 18 of the Convention on International Civil Aviation and 

the ICAO Technical Instructions for the Safe Transport of 
Dangerous Goods by Air). 

. 

Provisions for 
maritime 
transport  

 

52. Shipment for maritime transport, shall be carried out in 
accordance with other applicable security provisions of the 
International Ship and Port Facility Security Code and of the 

International Maritime Dangerous Goods Code [21] as required 
by the International Convention for the Safety of Life at Sea 

(SOLAS 74 amended).  
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SCHEDULE I 

SCHEDULE I– CATEGORIZATION OF RADIOACTIVE MATERIAL  

TABLE 1: CATEGORIES OF RADIOACTIVE MATERIAL FOR COMMON 

PRACTICE   

APPLICATIONS  

a Factors other than A/D alone have been taken into consideration in assigning 

the practices to a category.  

b This column can be used to determine the category of a source purely on the 
basis of A/D. This may be appropriate, for example, if the facilities and 
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activities are not known or are not listed, if radionuclides have a short half-life, 

or if the radioactive material is aggregated. 

c Examples are given in Schedule I. 

d Exempt quantities with factor A/D and A>0.001  

 

(i) Aggregation of sources  

The operator shall aggregate the activity of radioactive materials if they are in 

close proximity such as same room or building, sing the following equation 

using appropriate D value and the calculated ratio A/D: 

If radioactive material of various radionuclides is aggregated, then the sum of 
the ratios A/D should be used in determining the category, in accordance with 

the formula:  

 

 

 

 

 

Where:  
Ai,n = activity of each individual radioactive material i of radionuclide n.  

Dn = D value for radionuclide n.  
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TABLE 3: ASSIGNMENT OF SECURITY LEVELS TO RADIOACTIVE 

MATERIAL  

 

Activity Ratio 

(A/D) 

Device Containing 

Radioactive Material  
Category Security 

Level 

A/D ≥ 1000  

 

Radioisotope thermoelectric 

generators (RTGs) Irradiators 
Teletherapy 

Fixed multibeam teletherapy 

(gamma knife)  

1 A 

1000 > A/D ≥ 

10  

 

Industrial gamma radiography 
High/medium dose rate 

brachytherapy  

2 B 

10 > A/D ≥ 1  

 

Fixed industrial gauges that 
incorporate high activity 

radioactive sources 

Well logging gauges  

 

3 C 
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SCHEDULE II 

SCHEDULE II: TOPICS TO BE ADDRESSED IN AN OPERATOR’S SECURITY 

PLAN FOR RADIOACTIVE MATERIALS 

The purpose of a security plan is to describe the security system and 
procedures that are in place to protect radioactive material and associated 

facilities. The following annotated outline provides high level guidance for 
drafting a security plan including recommended topics and suggested content 
that should be considered within each topic. It should be noted that certain 

sections of the security plan may be developed separately, i.e. the contingency 
plan, but should be referenced in the security plan consistent with information 

security requirements. 

 

1.  INTRODUCTION  

Objective(s) of the Security Plan 

Describe the objectives to be satisfied by the Security Plan, such as 

documenting the operation of the security system and security management 

measures in order to meet/demonstrate regulatory requirements/compliance. 

Scope 

Briefly describe the areas covered by the Security Plan including its link to 
other relevant documents or arrangements such as any management, 

operational, radiation protection or emergency matters. 

Preparation and updating 

Describe the process for developing, updating and approving the security plan. 

2. FACILITY DESCRIPTION 

This section should describe the radioactive material(s) and their location(s), 

the level of protection required according to the categorization of the material 
and the assessed security level, a description of the physical features of the 

facility and the facilities operations and regulatory requirements. 

3. SECURITY MANAGEMENT 

This section should describe the security management measures in place, 

including: 

(a) Roles and responsibilities 

(b) Training and qualification 

(c) Access authorization 
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(d) Trustworthiness 

(e) Information protection 

(f) Maintenance programme 

(g) Budget and resource planning 

(h) Evaluation for compliance and effectiveness 

4. SECURITY SYSTEM 

This section should describe how the security system achieves the required 

level of protection based on a graded approach. The specific measures to be 

described include: 

Threat information 

To the extent the threat information is provided by the regulatory body, 

describe the information in sufficient detail to indicate how the security system 
is designed to protect against both external and internal threats. Also indicate 

who is responsible for receiving threat information and how such information is 

shared with operator personnel who have a need to know. 

Security assessment methodology 

Describe the process or methodology used to evaluate the security system and 

assess its vulnerabilities taking into account the threat information provided. 

Security system design 

Describe how the security system has been designed in order to provide the 

level of protection required, taking into account the graded approach and the 
principles of defence in depth and balanced protection. This section should also 

describe modifications to the security system in the case of increased threat. 

Access control 

Describe the physical measures for controlling access including how 
personnel/vehicles are physically controlled at each access control point to 

limit access only to authorized persons and the specific media used to 
authenticate the identity of authorized persons/vehicles at access points such 

as key card, personal identification number, biometric device, or a combination. 

Delay, detection and alarm assessment measures 

 



 33 

For each of the controlled or secured areas describe the means of detection at 
each barrier or access point, the barriers (delay measures) used to increase 

adversary task time relative to response time, the methods of alarm assessment 
(such as video monitoring, central alarm stations, guard or response teams 

both internal and external, computer and recording systems). 

5. SECURITY PROCEDURES 

This section should describe the written procedures for personnel who 
implement and maintain them, such as routine, off-shift and emergency 

operations, opening and closing of the facility, key and lock control, accounting 
and inventory control, and acceptance and transfer of the radioactive material 

from one facility to another for example. 

6. RESPONSE 

This section should describe the response arrangements for all security events, 
including references to emergency plans and emergency response actions. This 

section should capture: 

Roles and responsibilities of on-site security or facility personnel during 

security events, and those of local and national response teams if external 

response is required; 

Communication methods to be used by response teams when communicating 

with the alarm monitoring station or facility security personnel; and 

Procedures for reporting security events, including any reporting requirements 
including arrangements for review of the security system following an event and 

corrective actions required. 
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SCHEDULE III 

SCHEDULE III: CATEGORIZATION OF RADIOACTIVE MATERIAL IN 

TRANSPORT  

There are three levels of security in transport for packages which, on the basis 

of their potential consequences, are subject to:  

(a) Prudent management practices — consignments consisting of excepted 
radioactive material packages (with contents not exceeding the activity 

allowed for the radionuclide(s) in non-special form) and radioactive 

material specified as LSA-I and SCO-I.  

(b) Basic transport security level — consignments consisting of packages 
analogous to other dangerous goods subject to the General Provisions for 

dangerous goods security that are below the specified activity threshold);  

(c) Enhanced transport security level — consignments that include at 

least one package analogous to category 1 or 2.  

The transport security levels are illustrated in the following Figure.  
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Prudent management practices   

Enhanced security level   

Basic security level   

Activity  
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packages*,  

LSA - I,  

SCO - I   

  

*Excepted packages with activity not exceeding the level permitted for the radioactive  
material when it is not in special form (see Para. 422. of Ref.  [2])   
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Mixtures of radionuclides  

For mixtures of radionuclides, determination of whether or not the transport 
security radioactivity threshold has been met or exceeded can be calculated by 
summing the ratios of activity present for each radionuclide divided by the 

transport security threshold for that radionuclide. If the sum of the fractions is 
less than 1, then the radioactivity threshold for the mixture has not been 

exceeded.  

This calculation can be made with the formula  

 

Where:  

Ai = activity of radionuclide i that is present in a package (TBq)  

Ti = transport security threshold for radionuclide i (TBq).  

 

 


